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Hacking for Vikings
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player_entity

public class Player : Humanoid {

string playerName = “Gr1mmie”;

string playerDesc = “I like building tools and making things do things they shouldn’t”;

string[] interests = { “Proud Sufferer of OOOHHHShinySyndrome”, “Malware Dev/Analysis + Rev 
Eng”, “Capabilities Dev”, “Gaming”,“Culinary Abominations”,  “Paintball” };

string currentRole = “Pentester-For-Hire@RSM”;

string prevRoles = { “R&D@FortyNorthSecurity”, “Intern@GuidePointSecurity” }

}

> Loading Module: whoami.dll 2



Agenda

1. Tools 
2. Quick Intro to The Unity Engine
3. Quick Rundown of Common Cheats 
4. Creating and Loading Unity Cheat
5. General Objectives When Writing Game Hacks
6. Hacking Valheim

3> Loading Module: Agenda.dll



Disclaimer (CMA)

I am not responsible for anything done with the information presented through this talk, blah blah 
blah. This is purely for educational purposes only and I do not promote nor do I condone the use of 
cheats in multiplayer games to gain an unfair advantage over other players. All cheats I write are used 
either only in single player mode, with bots, or with friends. I advise you do the same so you don’t get 
banned etc. 

4> Loading Module: PleaseNoBanOrJail.dll



Tools

● A general understanding of OOP languages and how they function/interact

● Enough knowledge of C# to read the code and hack together errrrr…”functionality”

● C# decompiler of your choosing, I like DNSpy

● IDE of your choosing, I am a madman and use Visual Studio

● Valheim (shocker, I know)
○  Or Unity game using Mono Framework, these techniques are effectively primitives and can 

be used in any mono game 5> Loading Module: DotnetTooling.dll



Unity Engine
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Intro To Unity Engine

● Game Engine allowing games to be created using C#

● Capable of creating 2D, 3D, VR/MR games

● Everything is an object, makes things way easier

● Serves as the engine for the following games
○ Batman: Arkham Shadow
○ Beat Saber
○ Cuphead
○ Escape from Tarkov
○ And many more

7> Loading Module: UnityEngine.dll



Unity Engine: Variants

Mono

● Compiled just like any other C# assembly 
(JIT)

○ Decompiles…..just like any other C# 
assembly

8> Loading Module: UnityEngine -> Variants()

IL2CPP

● Compiles to native binary (AOT)
○ Bit more of a pain to rev



Cheats
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Cheat Types!

External

● Executed from outside of the game process, 
reaching within to access resources

● More limited than an internal cheat

10> Loading Module: dbghelp.dll

Internal

● Loads within the game process, 
allowing much more access to 
resources

● Much easier to access internal pointers, 
functions, etc.



Property (Memory) Hacking 
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● Simplest form of a game cheat

● Allows cheat devs to modify a game value to whatever they see fit

● Want 99999 health/ammo/armor/etc. ? Done

> Loading Module: Cheats.dll->PropertyHax()



Item Cheats

● Requires an understanding of how a game generates and utilizes items

● Implementation can vary quite a bit based on the game (or even engine used)

12> Loading Module: Cheats.dll -> ItsDupingTime()



God Mode

● Usually involves writing in a custom function

● Few ways to approach this
1. Patch the operation that deals damage
2. “Freeze” health value at a set point
3. Make it so that you never go below 1 HP
4. …or just run the SetGodMode() function?

13> Loading Module: Cheats.dll -> GodMode()



ExtraSensory Perception (ESP)

Wall hax BABBYYYYYYYYYYYYY
● Requires understanding of the following

○ How the game handles entities + gaining access to the requisite entity list to gain access to 
the position of said entities

○ Calculating distance between current player and said entities
○ Working with the game’s camera object 
○ Casting 3D objects into a 2D visible space

● ESPs can be written to track all sorts of things including
○ enemies (wall hacks)
○ items 
○ pretty much anything tracked by the game 

14> Loading Module: Cheats.dll -> ESP()



Teleportation Hacks

● You like skydiving? I don’t….as a viking at least

● Involves modifying location coords of a player object

● …Or just find and run the teleport function?

15> Loading Module: Cheats.dll -> TPBABYYY()



Unity Cheat Schematics

16



Importing Unity (& Game Functions)

1. Find game files (can be done via Browse local files on game page)
2. Copy-Paste all assembly*, Unity*, and UnityEngine* DLLs into Visual Studio References

a. If you find an IMGUI DLL then grab that too, sometimes games use custom drawing libs

17> Loading Module: CheatSchematics.dll -> CheatTemplate()



Vikings First Cheat!

18> Loading Module: CheatSchematics.dll -> Template()



Unity Engine Game Flow

● Executes a sequence of functions determining actions to be performed each “frame cycle” (™ 
not really)

● “frame cycle”?
○ A full loop of all operations performed to generate/operate on a frame (gameplay, physics, 

draw calls, etc.)
○ FPS = how many frame cycles per second. This is why higher frame rate is correlated with 

better performance

19> Loading Module: CheatSchematics.dll -> Flow()



Unity Engine Game Flow: Key Functions

● Awake()
○ Runs at start of object instantiation before all other functions 

● Start()
○ Triggers once before any update functions are called

● FixedUpdate()
○ Part of physics loop, is called at fixed intervals. Can be called multiple times per frame

● Update()
○ Triggers on every frame cycle
○ Code is executed at the start of frame cycle

● LateUpdate()
○ Triggered after all other update calls have finished in a frame cycle
○ Code is executed in next frame cycle

● OnGUI()
○ Triggers everytime a GUI element is rendered and a GUI event occurs
○ Only function capable of rendering/performing GUI actions…sweet mother of lag

20> Loading Module: CheatSchematics.dll -> IAmTheCaptainOfLagNow()https://docs.unity3d.com/ScriptReference/MonoBehaviour.html

https://docs.unity3d.com/ScriptReference/MonoBehaviour.html


Loading Our Unity Cheat

21> Loading Module: CheatSchematics.dll -> CheatLoading()https://github.com/warbler/SharpMonoInjector

https://github.com/warbler/SharpMonoInjector


Game Hacking Objectives

● Obtaining player object – pretty much Domain Admin/Global Admin/etc.
○ Can be used to access weapon/item, player stats, location, etc.

● Reversing enough of game to replicate/create functionality
○ I.e finding Ammo decrement code and patching so that ammo is not depleted when 

shooting

● Accessing requisite game objects/internal functions

22> Loading Module: CheatSchematics.dll -> MonoObjects()



Obtaining Player Object

● The DA of Game Hacking…kinda
○ Provides access to all properties tied to player object
○ Serves as the base for building player-related cheats (think ammo/weapon mods, 

invincibility, etc.)

23> Loading Module: CheatSchematics.dll -> PlayerObject()



But first…Mono Objects 

● Throw back to OOP!
● This is C#...so everything is an object

○ If everything is an object, then we have to fetch it as an object

24> Loading Module: CheatSchematics.dll -> MonoObjects()
https://docs.unity3d.com/6000.2/Documentation/ScriptReference/Object.FindObjectsByType.html

https://docs.unity3d.com/6000.2/Documentation/ScriptReference/Object.FindObjectsByType.html


Offset this, Offset that, Offset …ah nevermind

● Approach to hacking native games: find offset -> validate offset -> use for cheats

● Unity games == OOP…so just fetch object/property

25> Loading Module: CheatSchematics.dll -> UnityFunctions()



Einherjar: To Valhalla We Ascend
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Reversing Valheim

27> Loading Module: RevEng.dll -> Rev()



Reversing Valheim: Funny Things I’ve Found

28> Loading Module: RevEng.dll -> TeeHee?()



Hijacking world_text

29> Loading Module: Einherjar.dll -> CheatLoop()



Hijacking world_text…eventually

30> Loading Module: Einherjar.dll -> CheatLoopAlmost()



Free…From The Shackles Of A Workbench

31> Loading Module: Einherjar.dll -> RepairPls()



Oh Look, A Deer

32> Loading Module: Einherjar.dll -> EntityESP()



Look Ma! NO FOOD!

33> Loading Module: Einherjar.dll -> SomeoneSayHealz?()



Thanks & Resources 

● Thanks for listening to me yap about Unity for a bit :)

● Resources
○ GuidedHacking.com - Paid, Free Stuff on Youtube

■ https://www.youtube.com/@GuidedHacking
○ GameHacking.gg - Free
○ Gamehacking.academy - Free
○ Game hacking site:github.com

■ https://github.com/dsasmblr/game-hacking
■ https://github.com/TheZong/Game-Hacking
■ https://github.com/AberFray/how-to-make-game-cheats-and-anticheats

34> Loading Module: Einherjar.dll -> Resources()

http://guidedhacking.com
https://www.youtube.com/@GuidedHacking
http://gamehacking.gg
https://gamehacking.academy/
https://github.com/dsasmblr/game-hacking
https://github.com/TheZong/Game-Hacking
https://github.com/AberFray/how-to-make-game-cheats-and-anticheats

