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https://systemsecurity.com/blog/active-directory-spotlight-attacking-the-microsoft-configuration-manager/



https://misconfigurationmanager.com



https://www.synacktiv.com/advisories/microsoft-configuration-manager-configmgr-2403-unauthenticated-sql-injections
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Tenant Attach
Cloud Management 

Gateway

Co-Management

Azure VM that acts as 
a proxy for clients 
without physical or 

VPN access



Cloud Management 
Gateway

Co-Management
Integrates with 

Microsoft Intune to 
enable management 
from both services 









































TL;DR
Validates token signature

Validates token issuer/audience







https://sts.windows.net/5322ad36-c494-487a-b80f-fb655ed9c61c/api://5322ad36-c494-487a-b80f-fb655ed9c61c/56e97c46-b0d6-4d40-9114-310b56458f09



















The AdminService impersonates any UPN from a 
validated token 
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Explicit UPN 
Mapping
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“A UPN can be implicitly or 
explicitly defined...

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats#user-principal-name



“A UPN can be implicitly or 
explicitly defined...An 
implicit UPN is always 

associated with the user's 
account, even if an explicit 

UPN is not defined.”

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-kile/8969b79e-433c-47ed-b51d-65680cdf450e



example  + @  + unsigned-sh0rt.net
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sccm-sitesrv$@unsigned-sh0rt.net

Implicit UPN



Exploitation requires rights to control a 
synchronized user account



Exploitation requires rights to control a 
synchronized user account
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